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Abstract. The literature on programming sensor networks has, by and large, fo-
cused on providing higher-level abstractions for expreskiogl node behavior.
Kairosis a natural next step in sensor network programming in that it allows the
programmer to express, in a centralized fashion, the deglobdl behavior of a
distributed computation on the entire sensor network. Kairos’ compile-timde a
runtime subsystems expose a small set of programming primitives, hitileg

from the programmer the details of distributed code generation and instantia
tion, remote data access and management, and inter-node prograco&mi-
nation. Kairos’ runtime is greatly simplified by assuming eventual consigten
in node state; this assumption underlies many practical distributed compstatio
proposed for sensor networks. In this paper, we describe Kairogrgmming
model, and the flexibility and robustness it affords programmers. \WWeode
strate its suitability, through actual implementation, for a variety of distributed
programs—both infrastructure services and signal processing-taggially
encountered in sensor network literature: routing tree constructioriizaian,

and object tracking. Our experimental results suggest that Kairos mimtead-
versely affect the performance or accuracy of distributed progyravhile our
implementation experiences suggest that it greatly raises the leveltodetm
presented to the programmer.

1 Introduction and Motivation

Wireless sensor networks research has, till date, madesspe advances in platforms
and software serviced R,3]. The utility and practicality of dense sensing using wire-
less sensor networks has also been demonstrated recgs8].[It is now time to con-
sider an essential aspect of sensor network infrastruetsupport forprogramming
wireless sensor network applications and systems compoagea suitably high-level
of abstraction. Many of the same reasons that have motivatere-design of the net-
working stack for sensor networks (energy-efficiency,edtdht network use models)
also motivate a fresh look at programming paradigms foremegworks.

Two broad classes of programming models are currently bieirgstigated by the
community. One class focuses on providing higher-levetrabgons for specifying a
node’slocal behaviorin a distributed computation. Examples of this approachuite
the recent work on node-local or region-based abstrac{io8s By contrast, a sec-
ond class considers programming a sensor netwotke large (this has sometimes
been callednacroprogramminpy One line of research in this class enables a user to
declaratively specify a distributed computation over aelgiss sensor network, where



the details of the network are largely hidden from the progreer. Examples in this
class include TinyDB9,10], and Cougar11].

Kairos’ programming model specifies thbal behaviorf a distributed sensornet
computation using aentralizedapproach to sensornet programming. Kairos presents
an abstraction of a sensor network as a collection of nodesti(® 3) that can all be
tasked together simultaneously withirsiagleprogram. The programmer is presented
with three constructs: reading and writing variables ataspdterating through the one-
hop neighbors of a node, and addressing arbitrary nodesgdsily these three simple
language constructs, programminplicitly express both distributed data flow and dis-
tributed control flow. We argue that these constructs are atgural for expressing
computations in sensor networks: intuitively, sensor oekvalgorithms process named
data generated at individual nodes, often by moving dataheramodes. Allowing the
programmer to express the computation by manipulatargablesat nodesallows us
to almost directly use “textbook” algorithms, as we showeian detail in Sectior3.2

Given the single centralized program, Kairos’ compilediand runtime systems
construct and help execute a node-specialized versioreafdmpiled program for all
nodes within a network. The code generation portion of Kaisoimplemented as a
language preprocessor add-on to the compiler toolchaihehative language. The
compiled binary that is the single-node derivation of th&riiuted program includes
runtime calls to translate remote reads and, sometimesl, Writes into network mes-
sages. The Kairos runtime library that is present at evedenmplements these run-
time calls, and communicates with remote Kairos instancesanage access to node
state. Kairos idanguage-independetin that its constructs can be retrofitted into the
toolchains of existing languages.

Kairos (and the ideas behind it) are related to shared-mefeased parallel pro-
gramming models implemented over message passing infcastes. Kairos is dif-
ferent from these in one important respect. It leverage®tiservation that most dis-
tributed computations in sensor networks will rely ewentual consistenayf shared
node state both for robustness to node and link failure, angifergy efficiency. Kairos’
runtimeloosely synchronizestate across nodes, achieving higher efficiency and greater
robustness over alternatives that provide tight distedugrogram synchronization se-
mantics (such Sequential Consistency, and variants thgr2).

We have implemented Kairos as an extension to Python. Weideswr implemen-
tation of the language extensions and the runtime systereétidh4. On Kairos, we
have implemented three distributed computations that plgnsystem services and
signal processing tasks encountered in current sensooriewconstructing a short-
est path routing tree, localizing a given set of nodgsdnd object trackingl3]. We
exhibit each of them in detail in Sectidhto illustrate Kairos’ expressivity. We then
demonstrate through extensive experimentation (Se&)jahat Kairos’ level of ab-
straction does not sacrifigeerformanceyet enablegompactandflexiblerealizations
of these fairly sophisticated algorithms. For example,athizthe localization and ve-
hicle tracking experiments, we found that the performacoeyergence time, and net-
work message traffic) and accuracy of Kairos are within 2Xefreported performance
of explicitly distributed original versions, while the Kak versions of the programs are
more succinct and, we believe, are easier to write.
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2 Related Work

In this section, we give a brief taxonomy (Figutg of sensornet programming and
place our work in the context of other existing work in theaar&he term “sensor-
net programming” seems to refer to two broad classes of wwakwe categorize as
programming abstractionand programming supportThe former class is focused on
providing programmers with abstractions of sensors andweattata. The latter is fo-
cused on providing additional runtime mechanisms that Eiynprogram execution.
Examples of such mechanisms include safe code executionliable code distribu-
tion.

We now consider the research on sensor network programrbgtgaations. Broadly
speaking, this research can be sub-divided into two sutsefa one sub-class focuses
on providing the programmer abstractions that simplifytdsk of specifying the node
local behaviorof a distributed computation, while the second enablesrprogiers to
express thglobal behaviorof the distributed computation.

In the former sub-class, three different types of prograngnaibstractions have been
explored. For example, Liet al. [14] and Cheonget al. [15] have considered node
group abstractions that permit programmers to express eomaation within groups
sharing some common group state. Data-centric mechaniemsed to efficiently im-
plement these abstractions. By contrast, Mainlandl. [8] and Whitehouset al. [7]
show that topologically defined group abstractions (“nb@hoods” and “regions” re-
spectively) are capable of expressing a number of local\betsapowerfully. Finally,
the work on EIP 16] provides abstractions for physical objects in the envinent,
enabling programmers to express tracking applications.

Kairos falls into the sub-class focused on providing alotimas for expressing the
global behavior of distributed computations. One line ai@ch in this sub-class pro-
videsnode-independerabstractions—these programming systems do not contain ex-
plicit abstractions for nodes, but rather express a digtieith computation in a network-
independent way. Thus, the work on SQL-like expressive bun@-incomplete query
systems €.g., TinyDB [10,9] and Cougar 11]), falls into this class. Another body of
work provides support for expressing computations oveickigopologies 17,18] or
task graphs19] which are then dynamically mapped to a network instance.

Complementary to these approachesje-dependemtbstractions allow a program-
mer to express the global behavior of a distributed comjmutan terms of nodes and
node state. Kairos, as we shall discuss later, falls int® ¢ldss. As we show, these



abstractions are natural for expressing a variety of thisteid computations. The only
other piece of work in this area is Regime860], a recent work. While Kairos focuses
on a narrow set of flexible language-agnostic abstractRagiment focuses on explor-
ing how functional programmingaradigms might be applied to programming sensor
networks in the large.

Finally, quite complementary to the work on programmingtegusions is the large
body of literature devoted to systems in support of netwadgmmming. Such sys-
tems enable high-level composition of sensor network appiins (Sensorware{]
and SNACK R2)), efficient distribution of code (Deluge]), support for sandboxed
application execution (Mét[24]), and techniques for automatic performance adapta-

tion (Impala R5]).

3 KairosProgramming Model

In this section, we describe the Kairos abstractions anclidgstheir expressivity and
flexibility using three canonical sensor network distrdaliapplications: routing tree
construction, ad-hoc localization, and vehicle tracking.

3.1 KairosAbstractionsand Programming Primitives

As discussed above, Kairos is a simple set of extensions togrgmming language
(for concreteness, we focus on procedural languages) ltbatsgprogrammers to ex-
press the global behavior of a distributed computationtd&aextends the programming
language by providing three simple abstractions.

The first of these is throdeabstraction. Programmers explicitly manipulate nodes
and lists of nodes. Nodes are logicallgmedusing integer identifiers. The logical nam-
ing of nodes doegot correspond to a topological structure. Thus, at the timerof p
gram composition, Kairos does not require programmersdoifpa network topology.
In Kairos, thenode datatype exports operators like equality, ordering (basedode
name), and type testing. In addition, Kairos providesde_| i st iterator data type for
manipulating node sets.

The second abstraction that Kairos provides is the listr@-hop neighborsf a
node. Syntactically, the programmer callget _nei ghbor s() function. The Kairos
runtime (described below) returns the current list of thdel® radio neighbors. Given
the broadcast nature of wireless communication, this i@ aleabstraction for sensor
network programming (and is similar tegions[8], andhoods[7]). Programmers are
exposed to the underlying network topology using this aosion. A Kairos program
typically is specified in terms of operations on the neighisty it may construct more
complex topological structures by iterating on these rigigé.

The third abstraction that Kairos providegésnote data accesaamely the ability
to read from variables at named nodes. Syntactically, thgrammer uses\aar i abl e@ode
notation to do this. Kairos itself does not impose any rettms on which remote vari-
ables may be read where and when. However, Kairos’ compitensions respect the
scoping, lifetime, and access rules of variables imposethbyanguage it is extend-
ing. Of course, variables of types with node-local meanmg.(file descriptors, and
memory pointers) cannot be meaningfully accessed remotely



Node Synchronization: Kairos’' remote access facility effectively provides a star
memory abstraction across nodes. The key challenge (anteatjad source of ineffi-
ciency) in Kairos is the messaging cost of synchronizingenstdte. One might expect
that nodes would need to synchronize their state with otbdes (update variable val-
ues at other nodes that have cached copies of those variablEsordinate writes to a
variable) often. In Kairos, only a node may write to its vateg thus mutually exclusive
access to remote variables is not required; thereby, weedilsinate typically subtle
distributed programming bugs arising from managing coreeunwrites.

Kairos leverages another property of distributed algargtor sensor networks in
order to achieve low overhead (indeed, without this, Kawasild not even be practi-
cable for sensor networks). We argue that, for fairly fundatal reasons, distributed
algorithms will rely on a property we cadventual consistencindividual intermediate
node states are not guaranteed to be consistent, but, ibskeeee of failure, the com-
putation eventually converges. This notion of eventualsigiancy is loosely molded
on similar ideas previously proposed in well-known systeish as BayouZg]. The
reason for this, is, of course, that sensor network algmstineed to be highly robust
to node and link failures, and many of the proposed algostfonsensor networks use
soft-state techniques that essentially permit only e\artonsistency.

Thus, Kairos is designed under the assumption ltthage synchronpf node state
suffices for sensor network applications. Loose synchroegma that a read from a
client to a remote object bloclaly until the referenced object is initialized and avail-
able at the remote node andton every read to the remote variable. This allows nodes
to synchronize changed variables in a lazy manner, therathycing communication
overhead. However, a reader might be reading a stale valgarfable, but because of
the way distributed applications are designed for sendwrarks, the nodes eventually
converge to the right state. Surprisingly enough, as we skalin Sectior3.2, this form
of synchrony seems to be adequate enough for many programs.

The Mechanics of Kairos Programming: Before we discuss examples of program-
ming in Kairos, we discuss the mechanics of programming andrpm execution
(Figure2). As we have said before, the distinguishing feature of &&is that program-
mers write a singleentralizedversion of the distributed computation in a programming
language of their choiceThis language, we shall assume, has been extended to incor-
porate the Kairos abstractions. For ease of expositionnasshat a programmer has
written a centralized progra that expresses a distributed computation; in the rest of
this section, we discuss the transformationsqgerformed by Kairos.

Kairos’ abstractions are first processed usingreprocessowhich resides as an
extension to the language compiler. ThRss first pre-processed to generate annotated
source code, which is then compiled into a binBgyusing the native language com-
piler. While P represents a global specification of the distributed coatjon, Py is a
node-specific version that contains code for what a singteerimes at any time, and
what data, both remote and local, it manipulates.

In generatindg®y, the Kairos preprocessor identifies and translates refessto re-
mote data into calls to the Kairoantime Py, is linked to the Kairos runtime and can be

1 We believe that Kairos abstractions are language-agnostic. Howewdrave only validated
this with onelanguage (Python), as we describe in Secion
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Fig. 2. Kairos Programming Architecture

distributed to all nodes in the sensor network through saonm fof code distribution
and node re-programming facilit,23]. When a copy is instantiated and run on each
sensor node, the Kairos runtime exports and manages praogrables that are owned
by the current node but are referenced by remote nodes; thésets are calledhan-
aged objectsn Figure?2. In addition, it also caches copies of managed objects owned
by remote nodes in itsached objectpool. Accesses to both sets of objects are man-
aged through queues as asynchronous request/reply medbagare carried over a
potentially multihop radio network.

The user program that runs on a sensor node sgfishronouslynto Kairos runtime
for reading remote objects, as well as for accessing locabged objects. These syn-
chronous calls are automatically generated by the prepsoceThe runtime accesses
these cached and managed objects on behalf of the progransapending the call-
ing thread. The runtime uses additional background thremadsanage object queues,
but this aspect is transparent to the application, and thkcapion is only aware of the
usual language threading model.

3.2 Examplesof Programming with Kairos

We now illustrate Kairos’ expressivity and flexibility by stribing how Kairos may be
used to program three different distributed computatitwas have been proposed for
sensor networks: routing tree construction, localizatéord vehicle tracking.



1: void buildtree(node root)

2: node parent, self;

3: unsi gned short dist_fromroot;

4: node_l i st nei ghboring_nodes, full_node_set;
5 unsi gned int sleep_interval =1000;

Illnitialization

6: ful | _node_set =get _avai | abl e_nodes();

7. for (node tenp=get_first(full_node_set); tenp!=NULL;
tenp=get _next (ful | _node_set))

8: sel f =get _| ocal _node_i d();

9: if (tenp==root)

10: di st_fromroot=0; parent=self;

11: el se dist_fromroot=INF;

12: nei ghbori ng_nodes=creat e_node_l i st (get _nei ghbors(tenp));

13: ful | _node_set =get _avai | abl e_nodes();

14: for (node iterl=get_first(full_node_set); iter1!=NULL;
iterl=get_next(full_node_set))

15: for(;;) //Event Loop
16: sl eep(sleep_interval);
17: for (node iter2=get_first(neighboring_nodes);
iter2! =NULL; iter2=get_next (neighboring_nodes))
18: if (dist_fromroot@ter2+l<dist_fromroot)
19: dist_fromroot=dist_fromroot@ter2+1;
20: parent=iter2;

Fig. 3. Procedural Code for Building a Shortest-path Routing Tree

Routing Tree Construction In Figure3, we illustrate acompleteKairos program for
building a routing tree with a given root node. We have impaiad this algorithm,
and evaluate its performance in SectriNote that our program implements shortest-
path routing, rather than selecting paths based on linkitguaetrics [28]: we have
experimented with the latter as well, as we describe below.

The code shown in Figurg captures the essential functionality involved in con-
structing a routing tree while maintaining brevity and itiait shows how a centralized
Kairos task looks, and illustrates how the Kairos primiiae used to express such a
task. Program variabléi st f r omr oot is the only variable that needs to be remotely
accessed in lines 18-19, and is therefonesanaged objecit a source node andcached
objectat the one-hop neighbors of the source node that prograwatigtiead this vari-
able. The program also shows how tiwe andnode | i st datatypes and their API's
are usedget _avai | abl e_nodes() inlines 6 and 13 instructs the Kairos preprocessor
to include the enclosed code for each iterated node; it atsages an iterator handle
that can be used for addressing nodes from the iteratorsppetive, as shown in line
12. Finally, the program shows how thet _nei ghbor s() function is used in line 12
to acquire the one-hop neighbor list at every node.

The event loop between lines 15-20 that runs at all nodeg@ainpicks a short-
est path from a node to theot node. Our implementation results show that the path
monotonically converges to the optimal path, thereby destrating progressive cor-
rectness. Furthermore, the path found is stable and doeshaoge unless there are
transient or permanent link failures that cause nodes tateennittently unreachable.

This event loop illustrates how Kairos leverages eventoabistency. The access
to the remote variabldi st f r omr oot need not be synchronized at every step of the
iteration; the reader can use the current cached copy, and lazy update mechanism
to avoid overhead. As we shall see in Secttipithe convergence performance and the
message overhead of loose synchrony in real-world expatsnig reasonable. We also
tried metrics other than shortest hop count (such as fixingnta according to available
bandwidth or loss rates, a common technique used in reddwouting systemsd]),



and we found that the general principle of eventual constst@and loose synchrony
can be applied to such scenarios as well.

Let us examine Figur8 for the flexibility programming to the Kairos model af-
fords. If we want to change the behavior of the program to lihgegree construction
algorithm commence at a pre-set time that is programmedadribase station node
with id O, we could add a single line before the start of the () {} loop at line
7:sleep(starting.tine@-get_current_tinme()). The runtime would then au-
tomatically fetch thest arti ng_ti ne value from node 0.

Finally, we study how to incorporate robustness into Kamagyrams. The program,
the way it is currently written, is quite fragile with respéc node and link failures be-
cause it may try to read unavailable remditat _f r omr oot 's @ei ghbor i ng_node’s
inside the loop between lines 17-20. We could re-write tleg@m a little differently
so that we periodically refresh the neighbor list. Thus, ideo to make the program
above robust, we would eliminate line 12 of the code, andrrie following fragment
at line 17 to recover from failed parent links:
nei ghbor i ng_nodes=cr eat e_node_l i st (get _nei ghbors(iter1));
bool san parent existacal ser oo o s ded
for (node iter2=get_first(nei ghboring_nodes);

iter2!=NULL && iter2!=root; iter2=get_next (nei ghboring_nodes))

if (iter2==parent) parent_exists=true;
if (!parent_exists) dist_fromroot=INF;

Distributed L ocalization using Multi-lateration Figure4 gives a complete distributed
program for collaboratively fixing the locations of nodeghwiinknown coordinates.
The basic algorithm was developed by Savvieteal.[2]. Our goal in implementing this
algorithm in Kairos was to demonstrate that Kairos is flexiéhd powerful enough to
program a relatively sophisticated distributed compatatiWe also wanted to explore
how difficult it would be to program a “textbook” algorithm Kairos, and compare the
relative performance of Kairos with the reported originatsion (Sectiorb).

The goal of the “iterative multi-lateration” algorithm is tompute the locations of
all unknown nodes in a connected meshed wireless graph tavgying measurements
between one-hop neighboring nodes and a small set of beac®s that already know
their position. Sometimes, it may happen that there aremmigh beacon nodes in the
one-hop vicinity of an unknown node for it to mathematicddlierize its location. The
basic idea is to iteratively search for enough beacons akwlawn nodes in the network
graph so that, taken together, there are enough measusearehknown co-ordinates
to successfully deduce the locations of all unknown nodéiseérsub-graph.

Figure4 shows the complete code for the iterative multi-lateratitgorithm? The

code localizes non-beacon nodes by progressively expattaérsubgraphs{ibgr aph_t o_l ocal i ze),
considered at a given node with next-hop neighbors of utiexhleaf verticesunl ocal i zed_| eaves),

and is an implementation of Savvides’ algorith?h [The process continues until either
all nodes in the graph are considered (lines 20-25) and tigghgs deemed unlocaliz-
able, or until the initiator localizes itself (using the diaty functionsubgr aph_check())

2 Of course, we have not included the low-level code that actually cormpéerange estimates
using ultrasound beacons. Our code snippet assumes the existamoaeeibcal OS/library
support for this purpose.



1: void iterativeMiltilateration()

2.  bool ean localized=fal se, not_localizable=false, is_beacon=GPS_avail able();
3: node sel f=get_| ocal _node_id();
4: graph subgraph_to_l ocal i ze=NULL;

5. node_list full_node_set=get_avail abl e_nodes();
6: for (node iter=get_first(full_node_set); iter!=NULL;
iter=get _next(full_node_set)))
/1At each node, start building a localization graph

7. participating_nodes=create_graph(iter);

8: node_| i st nei ghboring_nodes=get _nei ghbors(iter);

9: while ((!localized || !is_beacon) && !not_localizable)

10: for (node tenp=get_first(neighboring_nodes); tenp!=NULL;

t enp=get _next ( nei ghbori ng_nodes))
/1 Extend the subgraph w th neighboring nodes
11: ext end_graph(subgraph_to_l ocal i ze, tenp,
| ocal i zed@enp2| | i s_beacon@ enp2?beacon: unknown) ;
/1See if we can localize the currently available subgraph

12: if (graph newy_localized_g=subgraph_check(subgraph_to_| ocalize))

13: node_list newy_localized_| =get_vertices(newy_localized_g);

14: for (node tenp=get_first(newy_localized_|); tenp!=NULL;
tenp=get _next(new y_localized_|))

15: if (tenp==iter) localized=true;

16: next;

/11f not, add nodes adjacent to the |eaves of the
/1 accunul ated subgraph and try again

17 node_list unlocalized_| eaves;
18: unl ocal i zed_| eaves=get _| eaves(subgraph_to_| ocal i ze);
19: bool ean i s_ext ended=fal se;
20: for (node tenpl=get first(unlocalized_|eaves); tenp!=NULL;
t enp=get _next (unl ocal i zed_| eaves))
21: node_l i st next_hop_| =get _nei ghbors(tenp);
22: for (node tenp2=get _first(next_hop_l); tenp2!=NULL;
tenp2=get _next (next _hop_I))
23: ext end_graph(subgraph_to_l ocalize, tenp2,
| ocal i zed@enp2| | i s_beacon@ enp2?beacon: unknown) ;
24: i s_extended=true;
25: if (!is_extended) not_localizabl e=true;

Fig. 4. Procedural Code for Localizing Sensor Nodes

after acquiring a sufficient number of beacon nodes. Thignara once again illustrates
eventual consistency because the varidhleal i zed@ode is a monotonic boolean,

and eventually attains its correct asymptotic value whetosed in an event loop. We
also found an interesting testimonial to the value of Kdicestralized global program

specification approach—we encountered a subtle logicahécarase recursion) bug in
the original algorithm described i2]in a local (.e.,bottom-up, node-specific) manner,
that became apparent in Kairos.

Kairos’ abstractions allow a programmer to trade-off sootmistness for increased
efficiency. For example, in the version of the code showmadles simultaneously, and
somewhat redundantly, initiate localization. This makeexiremely robust because
each node is only responsible for localizing itself. Howevkis approach loses out
optimization opportunities for joint localization wheraenode can localize on behalf
of others. We can make the following simple modificationsdgehonly one node with
lowest id within each broadcast domain act as the initiaabrdine 8, add a simple
check for node identifier comparison by readimgie_i d@ enp, and enter the loop at
line 9 only if the node is the minimum numbered. Finally, iestl5, the node with
minimumnode_i d does not just setocal i zed for itself, but also for all other nodes
for whichl ocal i zed@t er =t r ue by storing thesét er node values in a local array.
Every node periodically checks these remote (from its pathge) array values at all
initiators in the network for its own presence.



voi d track.vehicle()

bool ean master=true;

float grid[ MAXX][MAXY], 79, normalizingconst;

float plx|z)[ MAXX] [ MAXY],  p(x;q1[2)[ MAXX] [ MAX.Y]

P21 KD MO [MAXY] P g, 24 (2D MAXX [ MAXY], p(a 4 [7),
Dxzl MAXX] [ MAX.Y] - p(% 4115 7)0 MAXX] [ MAX.Y] ;

5. float max-lg=li; node argmax.ly, self=get.|ocal .node.id();
6: node.list full_node_set=get _avail abl e.-nodes();
7. for (node iter=get first(full_nodeset); iter!=NULL;

hone

iter=get next (full_node.set))
8: for (int x=0; Xx<MAXX; x++)

9: for (int y=0; y<MAXY; y++)
10: PO )0 X1 Y] = AR X EMAKY §
11: for(;;)
12: sleep();
13: if (master)
14: for (int x=0; x<MAXX; x++)
15: for (int y=0; y<MAXY; y++)
i ~ 5(\/X2+y2—\2+y2 —v)p(x|7)
16: P41 lZ)[ X1 [y] = — ;
0<X/ <MAXX 0<y/<MAXY  8(\/¥2+y2—\/x2+y2-v)
17: 7 1=sense-z();
18: nor nal i zi ng-const =0;
19: for (int x=0; Xx<MAXXX; x++)
20: for (int y=0; y<MAXY; y++)
i—1z —r1z
21: P b Y1 =& [0 () - o (A5 ) :
22: nor mal i zi ng.const +=p(z 1%+ 1) Xyl (x4 11201 X1 [¥] :
23: for (int x=0; x<MAXX; Xx++)
24: for (int y=0; y<MAXY; y++)
. Pz g1 1) XY POg 1170
25 PO+ 7 DX LY = =t 2 ng-const ;
26: node.l i st nei ghbori ng-nodes=get _nei ghbors(iter);
27: append_t ol i st (nei ghboring_nodes, self);
28: max.ly=—o; ar gnax,lk=sel f;
29: for (node tenp=get _first(neighboring.nodes); tenp!=NULL;
t enp=get _next ( nei ghbori ng_nodes))
30: P, 1 17)=0;
31: for (int x=0; x<MAXX; x++)
32: for (int y=0; y<NMAXY; y++)
33: P(><1+1-4(+1\2T)[ X1 [y]=p(z41 %X [Y] @ enp-p(x;117) X[y
34: P, 1 [7)+=P0g 1.2 4 DX (V]
35: for (int x=0; x<MAXX; Xx++)
36: for (int y=0; y<MAXY; y++)
PO A4 K] .
37: I+ =log PO41:7 1 )
Kk POt 2T, ) | 2
38: if (max-g<ly) argmax.=tenp;
39: if (argmax.l!=self) master=false;
40: mast er @r gmax-lg=true;

Fig. 5. Procedural Code for Vehicle Tracking

Vehicle Tracking For our final example, we consider a qualitatively differapplica-
tion: tracking moving vehicles in a sensor field. The prograrRigure5 is a straight-
forward translation of the algorithm described it3]. This algorithm uses probabilistic
techniques to maintain belief states at nodes about therduocation of a vehicle in
a sensor field. Lines 14-16 correspond to step 1 of the afgorgiven in L3, p. 7]
where nodes diffuse their beliefs about the vehicle locationes 17-21 compute the
probability of the observatior ;1 at every grid location given vehicle locatiop, 1 at
timet + 1 (step 2 of the algorithm) using the latest sensing sammlevahicle dynam-
ics. Lines 23-25 compute the overall posteriori probapitit the vehicle position on
the rectangular grid after incorporating the latest pamtieprobability (step 3 of the
algorithm). Finally, lines 26-40 compute the informatiotilities, I¢’s, at all one-hop
neighboring nodek for every node, and pick th&t= argmaxly that maximizes this
measure (steps 4 and 5). This node becomes the new “mastk’imo, it executes the
steps above for the next epoch, using data from all othersiodde process.



This program illustrates an important direction of futurerlwin Kairos. In this al-
gorithm, the latest values qf(z.1|%51)[X][y|@neighbors must be used in line 33 at
the master because thgsg)[X|[y]'s are computed at each sensor node using the latest
vehicle observation sample. With our loose synchronipatimdel, we cannot insure
that the master uses these latest values computed at théersemsor nodes because
stale cached values may be returned instead by the mastesskantime, thereby ad-
versely impacting the accuracy and convergence time of#lo&ing application. There
are two possible solutions to this. One, which we have impleled currently in Kairos,
is to provide a slightly tighter synchronization model theat callloop-level synchrony
where variables are synchronized at the beginning of antévep (at line 11 of every
iteration). A more general direction, which we have left foture work is to explore
temporal data abstractiong'hese would allow programmers to express which samples
of the time serie®(.)[x][y] from remote nodes are of interest, while possibly allowing
Kairos to preserve loose synchrony.

4 Kairos I mplementation

We have implemented the programming primitives discussdté previous section,
and have experimented with the three distributed algostdescribed therein. In this
section, we sketch the details of our implementation of th&dé extensions and the
Kairos runtime support.

Implementation Platform. We have implemented Kairos extensions to Python on the
Stargate platformZ9]. Our choice of the Stargate platform was dictated by exgrex)j,
since it allowed us to quickly prototype the main ideas beHfiros, while using
Mica2 [30] motes as “dumb” but realistic network interfaces; we dibgcthe hardware
details of our implementation in Secti@GnHowever, we believe it is possible to extend
nesC[31] and TinyOS B2] to implement Kairos directly on the motes without requiyin
Python and Stargates to control them, but have left thatttoduvork.

Our choice of the language to implement Kairos is perhaptla tion-standard.
Python is an interpreted language commonly used for soggtiternet services and
system administration tasks, and is not the obvious chacea fsensor network pro-
gramming language. We note that other research has progasending interpreted
languages like Tcl41] for ease of scripting sensor network applications. That net
our rationale for selecting Python, however. Rather, wecietl Python because we
were familiar with its internals, and because Python haslgopport for both embed-
ding the language into a bigger program (Kairos, in our cas®) dynamically extend-
ing the language data types, both of which enabled us tovelaeasily implement the
Kairos primitives.

In the current incarnation, Kairos consists of a prepramggarser for Python that
dynamically introduces new data types, and uses Pythonskikty interfaces 33] to
“trap” from the Python interpretor into the Kairos runtintkereby redirecting accesses
to Python objects handled by the Kairos runtime (these aertanaged and cached
objects in Figure?). Kairos runtime is implemented in C, and embeds the Pythen i
terpretor using Python’s embedding APIZ]]. It services read/write requests for man-
aged objects and remote read requests for cached objett$frthon. It also manages



the object queues shown in Figi2eand uses Mica2 motes for accessing the multihop
wireless network. The Kairos and Python runtimes togetiserabout 2MB memory
for the examples we tested (ignoring standard shared idsrd¢ike libc, etc), and can

fit comfortably on the Stargates. Thus, a Kairos programnmpbi a Python script that
uses Kairos primitives in addition to the standard Pythawyleage features. It is first
preprocessed by our preprocessor, and then interpretdeelgntbedded Python inter-
pretor. In what follows, we describe the innards and actadrike preprocessor and the
runtime from a language-neutral viewpoint, even thoughseifics of the actual im-
plementation may differ slightly from language to langudgeending on the language
semantics and the external-world interfaces it provides.

TheKairos Preprocessor. Kairos’ preprocessor transforms a centralized piece oécod
that expresses a distributed computation into a nodefépeersion by generating ad-
ditional code that inserts calls into the runtime layer. &mmple, consider lines 14-20
of the code in Figur8 that create and use a node group iterator over the node’sane h
neighbors which are only known at runtime. Ttiest f romr oot variable at these
remote nodes is accessed inside the loop. The Kairos pegsocreplaces accesses to
this variable with inlined compilable code that invokes birgary messaging interface
between the application and the runtime. This RBI (RuntirmaB Interface) specifies
how the request, reply, and data messages for reads ang argeommunicated be-
tween the application and the runtime. In the case of Pytti&RBI essentially takes
the form of synchronous object accesses whose methods pleniented in the Kairos
runtime using well-defined external object access API’s.

Kairos’ preprocessor recognizes the remote referenceaygesize from its decla-
ration in the program. Since, for a variable to be accessied) tisevar i abl e@ode
notation, a variabl& should already have been declaeett defined for the local node
in the first place (as aal | oc() 'ed or static global variable, or as a local variable on
the stack), the preprocessor simply creates spaaxtmtlyone additional copy of the
variable. Then, for each read of a remote object of the fa@q, the preprocessor cre-
ates a structure in the RBI consisting of two slots: one $pieg the nodeN, and one
for the variablev. The preprocessor already knows the fixed size of the nodérsio
its ADT (Abstract Data Type) definition, and it dynamicallyilis the space for the
variable slot depending on the variable type declaratiothein emits source code that,
at runtime, copies the value of the node variabfeom the application-private location
into the first slot, and the identificationd., variable location, basic block number, and,
for loop-level synchrony, loop iteration number) of theigaie being accessed into the
second slot. The runtime satisfies the read request fromethete node\ if the cache
is outdated or missing the particular variable, and retarospy of the cached value to
the application, which then proceeds to copy it into the sdcapplication-private lo-
cation allocated fov. Reads and writes to local managed objects work similaxteet
that both of them are always executed non-blockingly by thetime. The reason we
first copy the returned object into application-private redd space is because we can
let the host compiler or interpreter infrastructure to tettically or dynamically type-
check these remote object accesses, and Kairos’ compiiiticas can be restricted
to the preprocessor stage. This idea is key to keeping Kainogle to implement and
semantically conformant with the variable manipulatioleswof the language.



The Kairos Runtime. Conceptually, the code generated by the preprocessor would
have been distributed using a reliable dissemination pobdtf34] to all the nodes in

the network. We have omitted this step in our implementateord manually install

the preprocessed code in our Stargates. We expect that sloidges not significantly
reduce the realism of our experiments; Kairos assumesuaectnsistency, and even

if the code distribution protocol were to instantiate apgiion code at different time on
different nodes, correctness would be preserved.

The key to Kairos’ performance, as we have mentioned abewbat it maintains
loose synchrony between copies of a variable at a node atslratiote counterpart. A
read to a remote variable is always satisfied by immediagtlymning the locally cached
value of the corresponding managed object (with one exaeptihe only time a read
blocks is when the variable has not yet been instantiatedimplement read requests
for remote objects, the runtime includes, in the networluest message, the variable
location and the basic block number of the code that the stcappears in. The pre-
processor allocates space for identifying the basic blacklver information associated
with each runtime object, and generates code to update gshacited information at
each basic block entry and exit. We note that only a small fsied space is neces-
sary for holding the current runtime object identificatiamdeannotation information
because this space is used only to store statically scopeunation about the single
object currently under considertion, and is, thus, inddpehof the dynamic program
behavior.

When is the cached copy of the variable updated? There arelassical choices.
When the remote node writes to the variable, it pashthe changed value to all readers.
This requires the writer to maintain state, but can be lowtwad. Alternatively, a
reader might choose to update its cachg@blling the remote end every time a variable
is accessed. If the variable is read infrequently, this iseégpable alternative.

Kairos’s runtime implements a hybrid model of cached cohegeln Kairos, a re-
mote reader runtime caches managed objects iraithed obj ect s pool as shown in
Figure2 for up to a certain timeout (currently, 10 seconds for loasesistency, and the
beginning of a new loop iteration for loop-level consistgndt satisfies read requests
from this cache until the cache is next refreshed at the neeaut. The owner also
keeps track of the list of remote cached copies, and propad@atal writes on a man-
aged object to all cached copies at remote nodes usgaillaack mechanism. Thus,
this cache consistency mechanism allows us to optimizearktenergy consumption
by exploiting Kairos’ synchrony semantics.

Finally, the Kairos runtime implements a reliable transpoechanism to update
the value of a variable from the remote node. The protocobtthés is currently rela-
tively simple and unoptimized. To read a variable from a resmwde, the node floods
a message through the network containing the node and imriaimes. It repeats this
step periodically until it receives a reply. Intermediatelas cache these request mes-
sages and route the reply back in the opposite directiors. flileichanism is inspired by
mechanisms in Directed Diffusioi34].

With multiple outstanding requests, the Kairos runtimedse® manage these re-
quests carefully. As shown in Figuge the runtime queue manager at each node man-
ages two queues. There is an incoming reply queue for rediksegs well as for



write updates that are propagated through callbacks franote owners of these lo-
cally cached reads. There is also an outgoing request qoeuerfiote read requests.
The runtime services both the queues in a simple asynchsomaunner using FIFO
scheduling.

The incoming queue is straightforward to service: each repty is serviced im-
mediately. Howevereliability issues must be addressed with respect to requests in the
outgoing queue, and requests are retransmitted if thei@asknowledgment from the
remote destination. The queue scheduler component of titeml services each re-
quest in the outgoing queue in a FIFO fashion, and asso@dbteeout and retry count
with it. After the head of the outgoing queue is scheduled; ut back at the end of
the queue after initiating the timeout counter associatiéld itv If the acknowledgment
from the remote end arrives in the incoming queue, the reaugsct is removed from
the outgoing queue; if not, the request is retried when tleocvbeaches the front of the
queue and its associated timeout has expired. Currentlyetmea request three times
before giving up and discarding the request silently. W oal lower-layer MAC-level
reliability as well as application-level reliability to@vide additional retries and recover
from such conditions respectively.

5 KairosEvaluation

Our testbed is a hybrid network of ground nodes and nodes reduwm a ceiling array.
The 16 ground nodes are Stargat2d] fhat each run Kairos. In this setup, Kairos uses
Emstar B5] to implement end-to-end reliable routing and topology agement. Em-
star, in turn, uses a Mica2 motg(] mounted on the Stargate node (the leftmost picture
in Figure 6 shows a single Stargate+Mica2 node) as the underlying mietinterface
controller (NIC) to achieve realistic multihop wirelesshiagior. These Stargates were
deployed in a small area (middle picture in Fig@)e making all the nodes reachable
from any other node in a single physical hop (we created &giwltihops over this
set in the experiments below). The motes run TinyG&, [but with S-MAC [36] as the
MAC layer.

There is also an 8-node array of Mica2dddg][mounted on a ceiling (rightmost
picture in Figure6), and connected through a multiport serial controller tdaadard
PC that runs 8 Emstar processes. Each Emstar process sansiolgle Mica2dot and
is attached to a Kairos process that also runs on the hostH€ailrangement allows
us to extend the size of the evaluated network while stillm@éning some measure
of realism in wireless communication. The ceiling Micazdahd ground Mica2s re-
quire physical multihopping for inter-node communicatidine Mica2dot portion of
the network also uses physical multihopping for inter-nodemunication.

To conduct experiments with a variety of controlled topddsg we wrote a topol-
ogy manager in Emstar that enables us to specify neighbora fgiven node and
blacklist/whitelist a given neighbor. Dynamic topologiesere simulated by blacklist-
ing/whitelisting neighbors while the experiment was ingness. The end-to-end reli-
able routing module keeps track of all the outgoing packetstlle source node) and
periodically retransmits the packets until an acknowleegnis received from the des-



Fig.6. Stargate with Mica2 as a NIC (left), Stargate Array (middlapd Ceiling
Mica2dot Array (right)
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Fig.7. Convergence Time (left), Overhead (middle), and OPP Strgight) for the
Routing Tree Program

tination. Hop-by-hop retransmission by S-MAC is completaenand used as a per-
formance enhancement.

Routing Tree Performance: We implemented the routing tree described in Sec3i@n
in Kairos, and measured its performance. For comparisopgges, we also imple-
mented One Phase Pull (OPB] routing directly in Emstar. OPP forms the base-
line case because it is the latest proposed refinement fectdd-diffusion that is de-
signed to be traffic-efficient by eliminating exploratorytalanessages: the routing tree
is formed purely based on interest—requests (interestagessn directed diffusion) that
are flooded to the network and responses (data) are routeg #ile gradients setup by
the interest. To enable a fair comparison of the Kairos ngutiee with OPP, we also
implemented reliable routing for OPP.

We varied the number of nodes in our network, and measuretintiegit takes for
the routing tree in each case to stabilize (convergence tiamel the overhead incurred
in doing so. In the case of OPP, the resulting routing tree moaylways be the shortest
path routing tree (directed diffusion does not require)thahile Kairos always builds
a correct shortest path routing tree. So we additionallysuesthe “stretch” (the aver-
aged node deviation from the shortest path tree) of thetmeg PP tree with respect to
the Kairos shortest path tree. Thus, this experiment sawvadenchmark for efficiency
and correctness metrics for Kairos’ eventual consistenagieh

Figure8 shows an example virtual topology used in our experimemntthiocase of
the full set of nodes. We evaluated two scenarios in each @esteto build a routing
tree from scratch on a quiescent network, and second to gtedyynamic performance
when some links (like those marked with “x” in Figug are deleted after the tree is
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Fig. 8. Testbed Topology for the Routing Tree Program Before anerAlitisabling
Some Links

constructed. Figuré shows the convergence time (“K” is for Kairos, and “beforatia
“after” denote the two scenarios before and after link fait), overhead, and stretch
plots for OPP and Kairos averaged across multiple runs;tfetch, we also plot the
OPP standard deviation. It can be seen that Kairos alwaysrges a better quality
routing tree than OPP (OPP stretch is higher, especiallijeas¢twork size increases)
without incurring too much higher convergence time30%) and byte overhead costs
(~2x) than OPP.

L ocalization: We have implemented the collaborative multilateratiorogtgm de-
scribed in Sectior8.2 Since we did not have the actual sensors (ultrasound ardl goo
radio signal strength measurement) for ToA (Time of Arfjivainging, we hard-coded
the pairwise distances obtained from a simulation as visah the Kairos program in-
stead of acquiring them physically. We believe this is areptable artifact that does not
compromise the results below. We perturbed the pairwisanties with white Gaus-
sian noise (standard deviation 20mm to match experimeig)ito reflect the realistic
inaccuracies incurred with physical ranging devices.

We consider two scenarios in both of which we vary the totahber of nodes. In
the first case (Figur8), we use topologies in which all nodes are localizable gizen
sufficient number and placement of initial beacon nodes catcllate the average lo-
calization error for a given number of nodes. The averagalilation error in Kairos
is within the same order shown ig,[Figure 9], thereby confirming that Kairos is com-
petitive here. Note that this error decreases with incrgasetwork size as expected
because the Gaussian noise introduced by ranging is dedragsach node by localiz-
ing with respect to multiple sets of ranging nodes and avegate results.

In the second scenario, we vary the percentage of initiatdreaodes for the full
24 node topology, and calculate how many nodes ultimatetpine localizable. This
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graph roughly follows the pattern exhibited i, [Figure 12], thereby validating our
results again.

Vehicle Tracking: For this purpose, we use the same vehicle tracking parasneter
as used in13] (for grid size, vehicle speed, sound RMS, acoustic sensgasurement
simulations, sensor placement and connectivity, and Dineof-Arrival sensor mea-
surements) for comparing how Kairos performs againk3]. [A direct head-to-head
comparison against the original algorithm is not possilgledoise we have fewer nodes
than they have in their simulations, so we present the estithe implementation in a
tabular form similar to theirs. We simulate the movement eéhicle along the Y-axis
at a constant velocity. The motion therefore perpendibulzisects the X-axis.

We do two sets of experiments. The first one is to measuredbkig accuracy as
denoted by the location erroffumse — X||) and its standard deviatiofi{— fumse/|?)
as well as the tracking overhead as denoted by the belief atatve vary the number
of sensors (K). The main goal here is to see whether we obggve performance
improvement as we double the number of sensors from 12 to 24éal#el shows, this
is indeed the case: the error, error deviation, and exclithhgkef state all decrease,
and in the expected relative order.

Avg
[FmmsE —XI

| | Avg

K II% - Symsel?
12 42.39 1875.47 135
14 37.24 1297.39 104
16 34.73 1026.43 89
18 31.52 876.54 76
20 28.96 721.68 67
22 26.29 564.32 60
24 24.81 497.58 54

Table 1. Performance of Vehicle Tracking in Kairos
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% of Avg Avg Avg
DOA  |lumse—XI| IR~ fmmsgl? | Overhea
(bytes)
0.00% (0/24) 35.12 1376.57 142.3
8.33% (2/24) 31.37 902.64 113.4
[[ 16.66% (4124) 28.45 779.28 108.6
25.00% (6/24), 25.73 629.43 102.9
33.33% (8/24)| 23.91 512.76 99.1
[[41.66% (10/24] 22.85 478.39 97.2
50.00% (12/24] 21.96 443.72 94.5
58.33% (14/24] 20.98 421.27 92.7
66.66% (16/24] 20.07 387.23 89.4 ||
75.00% (18/24] 19.67 342.54 85.6
83.33% (20/24] 19.24 312.09 82.2
91.67% (22/24] 18.97 292.76 79.7
100% (24/24) 18.22 265.18 77.3
Table 2. Variation of Tracking Performance with % of DOA Sensors

In the second experiment, we vary the percentage of sendesribat are equipped
with sensors that can do Direction-of-arrival (DOA) basadging (lacking actual sen-
sors, we simulate this capability), and not just directammostic circular acoustic am-
plitude sensors (once again, we simulate these as well)gdéles to keep the number
of sensors at 24 (corresponding to the last row in tApl@nd replace acoustic sensors
with angular ranging sensors, and see the improvement. dsrsim table2, we expe-
rienced the biggest gains when introducing a small pergentd DOA sensors. This is
also observed to be the case 113 thereby lending confidence to our implementation.

6 Conclusion and Future Work

This paper should be viewed as an initial exploration int@adigular model of macro-
programming sensor networks. Our contribution in this pé&p@atroducing, describing,
and evaluating this model on its expressivity, flexibiliand real-world performance



metrics. Kairos is not perfect in that, at least in its cutienarnation, it does not fully

shield programmers from having to understand the perfoceamd robustness im-
plications of structuring programs in a particular way; woes it currently provide

handles to let an application control the underlying ruetisources for predictability,
resource management, or performance reasons. Finallg Kairos includes a middle-

ware communication layer in the runtime service that sesitserialized program vari-
ables and objects across realistic multihop radio linkgayothis layer lacks the ability
to optimize communication patterns for a given sensorratltgy. Therefore, we be-
lieve that Kairos opens up several avenues of research thanable us to explore the
continuum of tradeoffs between transparency, ease of @naging, performance, and
desirable systems features arising in macroprogrammiegsos network.
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